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To classify information assets within Paylock to ensure they receive the appropriate level of protection from a legal, regulatory,
and corporate risk perspective.

This policy applies to all Paylock personnel, consultants, contractors, vendors, or any other personnel with access to Paylock
resources.

Exceptions to this policy must be documented and approved following Paylock’s Exception Procedures.

Violators of this policy are subject to immediate termination of access, and to disciplinary action, as deemed appropriate by
Paylock’'s management. Violators may also be subject to local, state, or federal legal action, depending on the severity of the
violation.

Paul Chiafullo

12/01/2021

ISO/IEC 27001/27002:2013 — A.8.2
Confidentiality Agreement
Information Classification Standard
Information Classification Procedure

Non-Disclosure Agreement

® An Information Classification Standard shall be established and communicated to Paylock employees, detailing the
classification levels for all information held by Paylock.

® All information assets will have an owner assigned. The Information Owner is accountable for the proper identification,
classification, and labeling of the data under their control.

® [nformation owners will ensure that any data they are responsible for will also be protected in a similar classification
manner through any vendor or third-party agreements.

® An Information Classification Procedure will be developed to support Information Owners in their classification efforts.

® Procedures shall be implemented for the management of removable media in accordance with the Information
Classification Standard.

® |nformation classification shall be part of the Paylock security awareness program. Employees are responsible for
ensuring they understand and follow the Information Classification Policy, the Information Classification Standard, and
all supporting procedures.

® The following are the information classification levels within Paylock:

Restricted
Confidential
Internal Only
Public

® |f data does not have a marked classification level, the default classification is “Confidential”.

® |nformation cannot be changed to a lower classification level without the review and approval of the Information Owner.

® All hard copy and other data types shall be clearly labeled, and shall be appropriately managed through the data
lifecycle:

® Creation/acquisition
® Maintenance/modification/reclassification
® Retirement/deletion

® Procedures shall be implemented for handling, processing, storing, and communicating information consistent with its
classification.



Policy  This policy will be reviewed, at a minimum, on an annual basis or as-needed due to legal, regulatory, or corporate directives.
Revision = The review will include approval by senior management of Paylock prior to any changes being made to the policy.
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